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Introduction

Kingfisheris an easy-to-use yet powerful and
intuitive suite for generating Structured Synthetic
Data. Itis aweb applicationthatis deployedona
Tomcat server and uses the Postgres database as
its metadatarepository. It provides both a
graphicalinterface as well as a RESTful API. This
documentation outlines the prerequisite steps
required for the successful setup of the Kingfisher
application.

Pre-Requisites
Hardware Requirements

« Kingfisherapplicationrequires a baseline VM
with a minimum of 8 cores and 32 GB RAM, with
atleast 500 GB persistent disk (N15td 8
machine or similar).

« Kingfisher Data Profilerrequires abaseline VM
with a minimum of 16 cores and 32 GBRAM,
with atleast 100 GB persistent disk (N1Std 16
machine or similar).

Higher configuration will be required forheavy data
generationneeds. Talk to the Datametica team

regarding your specific needs.

Operating System

Kingfisheris compatible with any of the following
operating systems:

e RedHat7.7andabove
e CentOS7and8
e Ubuntul8.06 and above

Software Requirements

The following application software is required
before installing Kingfisher:

e Docker(version20.10.0 or higher)

e DockerCompose (version1.0.29 or Higher)

« Kingfisherimages (kingfisher-web,
kingfisher-db, kingfisher-generator)

o Deployment package

SSL Certificate

Kingfisher canrun either with ‘http’ or ‘https’
protocols. If youwant to use Kingfisher with https,
keep an SSL certificate ready with .pfx extension
andin pkcsl12 format. Passwords for the certificate
will also be required.

To configure the SSL certificates, kindly request a
Kingfisher HTTPS configuration document from
Datametica

Supporting Browser

Kingfisher can be best experienced by using

Google Chrome 5X or higher (Preferably the latest).

Application Hosting Server Configurations

The Kingfisher application consists of two
components:

Core Kingfisher Web Application- This web-based
application analyzes various artifacts and
generates corresponding synthetic data. Itis
typically deployedinanon-production
environment.

Kingfisher Data Profiler (Optional)- This
command-line application requires SSH access to
the container. It connects to the production
environment to create a data profile based on
actual production data. The Data Profiler must be
deployedinthe production environment, typically
on adifferentvirtual machine (VM) than the core
application, using a separate Dockerimage.

The steps below apply to bothinstances:

1. Thehostusershould have ‘sudo’ access to
install Docker, docker-compose, and the
GCloud utility.

2. Anew Linuxuserwillbe createdonthe
Kingfisher VM.

3. Thelinuxuserwillbe addedto the Docker
group.

4. ThelLinuxuserneeds permissiontoreadand
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write inthe /opt directory and the extracted « JDBCportsusedonTarget databases should

deployment directory. be openbetween
5. Accessto GCRwillberequiredvia the GCloud o Kingfisher Application VM & Target
utility.
Note - Additional details areincludedin separate
. documents.
Firewall
» Kingfisheruses 8080 and 8081. These ports
should be openbetween the user subnet and
the Kingfisher VM. D

Deployment Overview
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